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New version
Motivation

« Automotive SPICE® for Cybersecurity PAM 2.0 released 2025-03-28
» Adaptations for Automotive SPICE® PAM 4.0 compliance
* Enhancements for better alignment with ISO/SAE 21434

* Experiences we have had with cybersecurity assessments

e Especially in conjunction with risk management
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Adaptions to Automotive SPICE® PAM 4.0
Automotive SPICE® for Cybersecurity PAM 2.0

Extension of Automotive SPICE® 2.0

Work product - Information Item

Hint to Automotive Cybersecurity Management System (ACSMS) was withdrawn - replaced by ISO/PAS 5112

Update of references towards changed GPs of Automotive SPICE® PAM 4.0

An in-depth technical analysis is not part of an Automotive SPICE® for Cybersecurity assessment
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Adaptions to Automotive SPICE® PAM 4.0
Automotive SPICE® for Cybersecurity PAM 2.0

» Risk Treatment Validation is the proof that the unintended use should not lead to an undesired product
behavior.

« Validation ensures that the expectation of the receiving party of the delivered product is fulfilled.

VAL.1 (Validation process)

SEC.4 (Risk treatment validation
process)

Intended use expectations
(stakeholder goals)

achieves
cybersecurity goals
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Automotive SPICE® and Automotive SPICE® for Cybersecurity Process References Model —

Overview
Automotive SPICE® for Cybersecurity PAM 2.0

Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
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Focus of the documents
Automotive SPICE® for Cybersecurity PAM 2.0

<> Development
project context:
addressed by ISO PAS

ISO/SAE 21434

Size of bubbles are

not representing
the number of
requirements
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Relation to ISO/SAE 21434
Automotive SPICE® for Cybersecurity PAM 2.0

Automotive SPICE® for Cybersecurity assessment can identify gaps and process weaknesses in projects that are
implementing cybersecurity activities.

* Valuable input for improvements of the cybersecurity processes within the organization.

* Implementing effective improvement measures derived from assessment to adjust and refine the cybersecurity
management system of the organization.

* Risk scope of Automotive SPICE goes beyond the scope defined in ISO/SAE 21434.

* ISO/SAE 21434 focuses on the road user, whereas Automotive SPICE® for Cybersecurity addresses risks from the
entire automotive eco-system that may have an impact on the development of cybersecurity relevant software-
based systems.

 Certain aspects of ISO/SAE 21434 are not in the scope of Automotive SPICE® for Cybersecurity, as they are not
performed in a development project context.

* They are addressed by ISO PAS 5112 and are subject to an audit of the cybersecurity management system.
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Changes of purpose
Automotive SPICE® for Cybersecurity PAM 2.0

— PAM 1.0
* MAN.7: Cybersecurity Risk Management

* |dentify, prioritize, and analyze risks of damage to relevant
stakeholders, and to continuously monitor and control
respective risk treatment options.

e SEC.1: Cybersecurity Requirements Elicitation

* Derive cybersecurity goals and requirements from the
outcomes of risk management, and ensure consistency
between the risk assessment, cybersecurity goals, and
cybersecurity requirements.

» SEC.2: Cybersecurity Implementation

* Allocate the cybersecurity requirements to the elements of
the system and software and ensure they are implemented.

SEC.3: Risk Treatment Verification
* Confirm that the implementation of the design and
integration of the components comply with the
cybersecurity requirements, the refined architectural
design, and detailed design.
e SEC.4: Risk Treatment Validation

* Confirm that the integrated system achieves the associated
cybersecurity goals.

Vertraulic




Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0

Automotive SPICE® for Cybersecurity PAM 2.0

* ACQ.2:
* Contract, action, and risk mitigation plans > Commitment/
agreement, corrective actions

e Definition of post-development
operation and decommissioning

e SEC.1:
» Specification of cybersecurity goals instead of derivation
* Additional hints for characteristics of requirements (e.g.,
verifiability)
* SEC.2:
* Refine the design of the system, software and hardware
(changed from allocation of cybersecurity requirements)

* Vulnerabilities are analyzed - Weaknesses are analyzed

e Risk treatment implementation -  Cybersecurity
implementation

* Allocate cybersecurity requirements - Ensure consistency
* Analyze architecture - analyze architecture for weaknesses

* Including of HW architecture (due to Automotive SPICE®
4.0)
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* SEC.3
* Skipping BP1: Development and implementation of risk
treatment verification and integration strategy
* Add-on information item: 13-51 consistency evidence
* SEC.4
* Skipping BP1: Development of risk treatment validation
strategy
 Skipping information item validation strategy

e Correction of terminology:
* Probability - likelihood
* Item definition aligned with standard




Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0
Automotive SPICE® for Cybersecurity PAM 2.0

* MAN.7:
e Add-on:

* regularly identify, analyze, prioritize, and monitor, ...

ltem definition

* Appropriate risk treatment is taken to mitigate ... i.s.0. of risk treatment options are determined

Take corrective actions when risk treatment activities are not effective

Information Item 08-55: risk treatment
» Skipped:
* monitor, and control [..] risk treatment options continuously
* SFOP as impact criteria = Risks may include the suppliers’ deliverables and services.
* Wording more in line with ISO/SAE 21434
* Monitoring - cybersecurity information; identification of cybersecurity events — explicitly mentioned

* Prioritize, determine the probability of occurrence - Analyze risk and determine the risk ... based on impact ... feasibility of an
attack

* Risk measure - Risk treatment

* Decoupling from the “normal” risk management process
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Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0 — MAN.7
Automotive SPICE® for Cybersecurity PAM 2.0

* MAN.7 PAM 1.0
BP1:

16

Determine cybersecurity risk management

scope

BP2:
BP3:
BP4:
BP5:
BP6:

BP7:
BP8:

Define cybersecurity risk management practices

—_

Identify potential risks

Prioritize potential risks initially for damage —

Analyze potential risks and evaluate risks

—

Define risk treatment option {

Monitor risks

Take corrective action
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PAM 1.0 PAM 2.0
* MAN.7 PAM 2.0

* BP1: Identify cybersecurity risk management scope

* BP2: Identify cybersecurity events

e BP3: Analyze risks

* BP4: Define risk treatment options
* BP5: Define and perform risk treatment activities
e BP6: Monitor risks

e BP7: Take corrective action



Additional information items in PAM 2.0 vs
Automotive SPICE® for Cybersecurity PAM 2.0

New information items introduced with Automotive
SPICE® 4.0

17

03-50:
04-52:
04-53:
08-55:
08-57:
13-51:
13-52:
14-02:
15-51:
17-54:

verification measures

hardware architecture

hardware detail design

Risk treatment

Validation Measure Selection Set
Consistency Evidence
Communication Evidence
Corrective action

Analysis Results

Requirement Attribute
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. PAM 1.0/ Automotive SPICE® 4.0

Additional information items introduced with
Automotive SPICE® for Cybersecurity

e 03-55: validation measures

e 17-53: Cybersecurity threat scenario
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Risk Assessment is performed on different levels
Experiences from Cybersecurity Assessments

Vehicle TARA
cs (concept level)

Specifications

Typical“

g4 Validation

Tier-1 TARA

Tier-1
(system/ SW level)

CS
Specifications

CS

Goals SWE6/
Validation

Tier-2  Ifapplicable Assumed TARA
SecEooC

e0o
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Initial typical situation
Experiences from Cybersecurity Assessments

Typical situation:

* Multiple TARAs are created at different

. customer
levels of a supply chain

* The resulting requirements need to be
combined and validated as a whole

e Supplier (Tier-1, Tier-2, ...) creates its
"own" TARA at its supply level for the
component to be delivered (scope of

supply)

supplier
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CS

CS
Requirements

TARA level n
Functions
(high-level)

TARA level
n+1
Component
level

e.g. item level
(e.g. system)

e.g. component
level (e.g. SW)

legend

derived
from



Objectives for the Implementation of a TARA at Supplier Level
Experiences from Cybersecurity Assessments

TARA level n
. . . F [
* Confirmation/ proof of cybersecurity (hiugT‘S:VlT)
requirements received from a higher
G & e.g. item level
level from the customer (e.g. customer (e.g. system)
identification of the use of an HSM)
\ Cs
TARA level
n+1 e.g. component
Component level (e.g. SW)
supplier level

* Identification of new cybersecurity
controls and requirements at the
supplier's detailed level (e.g. based on
assets that are not yet visible at a higher
level)

legend

CS
Requirements

derived
from
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Typical Situation in Practice on Supplier Level (1)
Experiences from Cybersecurity Assessments

* Supplier carries out its TARA (in order to gain lead time) in parallel with the implementation of the customer's
cybersecurity requirements.

* Example: a software manufacturer starts with the processes SWE.1/SEC.2 (basis of cybersecurity requirements
received from the customer) and MAN.7 (implementation of the TARA to derive additional cybersecurity
requirements) in parallel.

* Cybersecurity requirements received from the customer/controls to be implemented can be taken into account in
the supplier TARA or the necessity can be confirmed.

e Example: rationale for the introduction of an HSM or SecOC

* Customer's cybersecurity requirements must be taken into account when verifying the cybersecurity goals/controls
and requirements:

e Consistency: in particular, external consistency with cybersecurity requirements already received must be ensured

 Completeness: the cybersecurity requirements derived in the supplier TARA must complete the customer's
cybersecurity requirements

22 SynSpace Group GmbH & I.S.C.N. | Thomas Liedtke; Richard Messnarz | © 2025 | version 1vl

Vertraulichkeitsstufe: internal



Typical Situation in Practice on Supplier Level (2)
Experiences from Cybersecurity Assessments

* Combination and merging of TARAs at different levels (if required)
* Specified cyber security goals at the supplier level have to be validated at the supplier level

* All existing requirements/components (in architectural design) must ultimately be traceable to a corresponding
(valid) source.

* Analysis results (result of a TARA) are possible sources to which requirements/ components can be linked.

* To verify “merge” of the different sets of cybersecurity requirements following objectives (s. [ISO/SAE 21434:2021-
9.5.2] (concept) as a base) have to be achieved generally:

* completeness, correctness, and consistency with respect to cybersecurity goals

* consistency with respect to cybersecurity claims
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Relationship of CS System and CS Software requirements — verification | validation
Experiences from Cybersecurity Assessments

“in case of lock command, the electric motor

o llSpeed”
moves a bolt to a locking position of the steering * “LockRequest”

column (if validation conditions are valid)”

<Threat identification (STRIDE)>
<CS property damage scenario>

Authenticate

“Spoofed lock command, lead to moving the bolt Validate

at a locking position at unintended time”

<SW concept>
<risk treatment: reduce>

“CS G1: Steering lock shall not react/work « “SecOCSpeed FlagSpeed”

triggered by a malicious/ spoofed lock « “SecOCLockRequest FlagLockReq
command”

IF valid valid

“Message / command Authentication” valid
THEN call

invalid
invalid invalid THEN call

“The lock command shall be authenticated using IF valid
a Message Authentication Code (MAC)” THEN call
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Lessons Learned
Summary

« Automotive SPICE® for Cybersecurity
* Still not 100% compliant with ISO/SAE 21434
e With PAM 2.0 now better alignment achieved
* Includes more than just the road user as stakeholder
* Focuses on risk reduction

* Does not cover requirements outside the direct project environment
(CSMS/ ISO PAS 5112)

 Risk management (MAN.7) process is the decisive

26 SynSpace Group GmbH & I.S.C.N. | Thomas Liedtke; Richard Messnarz | © 2025 | version 1vl v

Vertraulichkeitsstufe: internal

‘@@

RAVAC
‘ ' ‘RU.P.BW(

lSO 70PQR
ISO ~ZORA

\“’ =2




Agenda

Experiences from Cybersecurity Assessments

— Motivation

— Automotive SPICE® for Cybersecurity PAM 2.0
— Experiences from Cybersecurity Assessments
— Summary

— Bibliography

27 SynSpace Group GmbH & I.S.C.N. | Thomas Liedtke; Richard Messnarz | © 2025 | version 1vl

Vertraulichkeitsstufe: internal

0

- T AGENDA
(&




Bibliography

» See further articles, presentations, and publication from Prof. Richard Messnarz and Thomas Liedtke PhD

uroeanS stem, Software & I e et o

& Innovation 1) |

L) AUTOMOTIVE BER 2024 :

28 SynSpace Group GmbH &1.S.C.N. | Thomas Liedtke; Richard Messnarz | © 2025 | version 1vl






	Slide 1: Experiences from Cybersecurity Assessments Automotive SPICE® for Cybersecurity PAM 2.0 – what are the differenes?
	Slide 2: Thomas Liedtke (PhD)
	Slide 3: We make your improvement work
	Slide 4: Agenda Experiences from Cybersecurity Assessments
	Slide 5: Agenda Experiences from Cybersecurity Assessments
	Slide 6: New version Motivation
	Slide 7: Agenda Experiences from Cybersecurity Assessments
	Slide 8: Adaptions to Automotive SPICE® PAM 4.0 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 9: Adaptions to Automotive SPICE® PAM 4.0 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 10: Automotive SPICE® and Automotive SPICE® for Cybersecurity Process References Model – Overview Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 11: Focus of the documents Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 12: Relation to ISO/SAE 21434 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 13: Changes of purpose Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 14: Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 15: Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 16: Changes Automotive SPICE® for Cybersecurity PAM 2.0 versus PAM 1.0 – MAN.7 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 17: Additional information items in PAM 2.0 vs. PAM 1.0/ Automotive SPICE® 4.0 Automotive SPICE® for Cybersecurity PAM 2.0
	Slide 18: Agenda Experiences from Cybersecurity Assessments
	Slide 19: Risk Assessment is performed on different levels Experiences from Cybersecurity Assessments
	Slide 20: Initial typical situation Experiences from Cybersecurity Assessments
	Slide 21: Objectives for the Implementation of a TARA at Supplier Level Experiences from Cybersecurity Assessments
	Slide 22: Typical Situation in Practice on Supplier Level (1) Experiences from Cybersecurity Assessments
	Slide 23: Typical Situation in Practice on Supplier Level (2) Experiences from Cybersecurity Assessments
	Slide 24: Relationship of CS System and CS Software requirements – verification | validation Experiences from Cybersecurity Assessments 
	Slide 25: Agenda Experiences from Cybersecurity Assessments
	Slide 26: Lessons Learned Summary
	Slide 27: Agenda Experiences from Cybersecurity Assessments
	Slide 28: Bibliography
	Slide 29

