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What we teach?

* How to do a TARA

 What to expect in cybersecurity reqgs. (SEC.1) and cybersecurity implementation
Tara ratings
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What

Gateway ECU

Forward Messages
Pass Filter with

setof Filtering Rules.
Semantic Conditiosn for
forwarding

E.g. forward ignition off
only at speed <5 kmh
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are scenarios the assessors will be confronted with in reality?
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Examples of what we see 1 — maximum case HAD3-5 steering  ISCN

WWW.iScn.com
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Assumptions of use:
No XCP

Autosar _ _ _
Security No service , no VIN (can be exchanged in service as a whole)
Stack No authenticated comm — argument: pump is getting command as a satellite in a

trusted zone
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Autosar Key for signature of SW to check at EOL before flash
Security Only correctly signed SW can be flashed in EOL
Stack Delete XCP SW stack at production

Blocking debugger port and no SW update in field possible

ltem Boundary

Depending on the item boundary the solutions deviate from the ideal world
(scaling necessary and understanding by assessors required)



___________________________________________________________________________________________

Assumptions of use: ltem Boundary
Is built into the tank

Autosar SW is updatable
Security i Secure Flash/update, secure comm, secure boot, secure over the air update by a
Stack ! secure service through the VCU

Attention: Processor is small and dedicated and has no Autosar stack
Secure comm

Own security stack

Autosar with SHE ship
S it
ecurity Had to select a SHE chip as a special Cybersecurity processor

Had to integrate the SHE chip and connect via bus to the control chip

Firmware of the SHE chip and communication with SHE chip to be configured

SHE chip commands to be integrated and used to develop own security functions that use the
CSM functions of the SHE chip

ONLY symmetric key signing, authentication, en-/decryption possible

Stack i

Depending on the item boundary the solutions deviate from the ideal world
(scaling necessary and understanding by assessors required)



Examples of what we see 4 — Future case — ML [SCN
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What does that mean for Cybersecurity Assessors ISCN

Key Takeaways

* To assess MAN.7, SEC.1 and SEC.2 an architectural understanding of the cybersecurity item, the
boundaries and the potential attack vectors in an overview is helpful

e Conclusion: Ask for a starting session where this is presented to you
* Do not use just the Autosar framework (which we teach in the ASPICE for Cybersecurity course)
as a basis

e Conclusion: Ask for the cybersecurity stack that was adapted to the item boundaries. Then go for the
BPs.

* Canyou do a ASPICE for CS assessment without technical background

e Conclusion: only if you spend some time to learn about typical cybersecurity architectures before the
assessment.

* |s there a difference between an ASPICE for cybersecurity assessment and an ISO 21434
assessment

* Answer: yes, see explaining next slide.
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What does that mean for Cybersecurity Assessors ISCN
Key Takeaways

Cybersecurity ISO Assessment

* Experts with proven expert or
researcher profile in cybersecurity
recommended

e Assessors from INTACS

* Processes implemented in the
project

e Complete work products checked
(e.g. would identify missing attack
vectors, would know about HSM
chip and processor details and
weaknesses etc.)

* Cybersecurity work products
samples selected and checked

* TARA, CS concept, CS
implementation, CS verification, CS
validation

 Coverage of CS requirements e Confirmation review statements of
checked the CS work products

* Capability Levels  Deviation report

Can be combined only if the assessors also have this CS expert/research profile and do WP checks




Thanks ISCN

Cybersecurity workshop at EuroSPI event

Newsflash  Early Registration till 9th August 2025

EUI0 SPI' iz m— . ‘
v, .+ ECECmmY Workshop: Functional Safety and Cybersecurity :

Workshop-Moderators Definition of Functional Safety and Cybersecurity |

Workshop Community:
Best Practices in Design of Systems Applying
Functional Safety and Cybersecurity %

Implementing Functional Safety and Cybersecurity of electronic systems requires a broad
spectrum of skills for a thorough understanding of domain specific standards and technological
advances, engineering of complex functions and countermeasures against unintended behavior
both due failures and security attacks with balanced architecture decisions, usage and misuse

Alexander Much, Elektrobit, )

2024 - Best Practices in Design of Systems Applying Germany i
Miklos Biro, SCCH, Austria  Richard Messnarz, ISCN

Functional Safety and Cybersecurity e
20273 - Best Practices in Design of Systems Applying ' contributions and discussions will be included concerning “How much agile is possible in safe and

profiles. Automotive and Medical domain scenarios will be presented and discussed. Also

Functional Safety and Cybersecurity cyber secure systems and software development?"i

2022 - Best Practices in Design of Systems Applying 32nd EuroSPI Conference

-
S Ap E S PI 2025
: ) _ _ _
2020 - Best Practices in Design of Systems Applying EuroSPI? 2025 (17 - 19 September 2025) will have 10 international u r

thematic workshop streams supported by thematic topic

Functional Safety and Cybersecurity communities and the ICSSP (International System and Software Riga La'tm & on I i ne
2019 - Best Practices in Design of Systems Applying Process Association) conference will take place as a co-located o™ Y
Functional Safety and Cybersecurity partner event. Each thematic stream integrates both, research |

. . . ; i d indust lied sci ions. The themati
2018 - Best Practices in Design of Systems Applying sessions and industry / applied science sessions. The thematic

_ ) streams will be a mix of pitch talks provoking discussions, full
Functional Safety and Cybersecurity presentations and panel discussions which will focus on specific
2017 - Best Practices in Design of Systems Applying questions of interest.

Functional Safety, Cybersecurity, and How Much Agile is

Possible

2016 - Cyber Security and Functional Safety in Cyber- @0 00000000 ‘ ¢
Physical Systems




Thanks

Thank you for cooperating with ISCN.
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ISCN is INTACS certified training provider for Automotive SPICE assessor
courses

ISCN is certified by VDA to hold provisional and competent ASPICE
assessor courses
ISCN moderates the German task force SOQRATES
(https://sogrates.eurospi.net) since 2003 where >20 Tier 1 collaborate
on ASPICE, Safety and Security.
ISCN organises the EuroSPI conference since 1994 where e.g. VW is
organising a workshop community, and VW, Rheinmetall AG, EB,
MAGNA, Cariad, VALEO, AVL held key notes. http://www.eurospi.net

EuroSPI certificates are issued by EuroSPI Certificates & Services GmbH

(www.eurospi.net) in cooperation with DRIVES and the Automotive Skills
Alliance (ASA). The ASA was founded by the EU Blueprint Project Drives
and ALBATTS with support from the European Automobile
Manufacturers’ Association (ACEA). https://www.eurospi.net. ISCN is
founding member.



https://www.eurospi.net/

Thanks ISCN

Thank you for cooperating with EuroSPI Certificates GmbH.
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Skill & Exam Portal

Capability Adviser

Academy — Courses and Training Platform
Certification — Exam system and cerrificates
EuroSPI Conference Series

Assessment Tool — ISO 330xx based
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